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ABSTRACT

This presentation will provide an overview of the fundamental changes that any facility with a control
system can make to start becoming more secure. The intent is to incrementally improve security while
the facility is working towards a more robust cybersecurity program for control systems leveraging
standards such as IEC/ISA-62443. The other intent is to provide actionable responses to “We cannot
afford to address Industrial Cybersecurity this year”.

Cybersecurity can be strengthened by taking small steps. Leveraging the concept of defense in depth,
facilities can start to create and improve security. Every system can find simple improvement on different
layers of security even when there is little to no budget. Some of these potential improvements include:

 Segmentation between corporate and production systems

 Securing remote access

 Securing controllers

 Individual username and password

 Operating System updates and Antivirus software

Each topic will include how to accomplish the security improvement, the benefits of each solution and
estimate of cost and time to complete using a model plant with 3 servers, 5 workstations, and 15 PLCs.
The presentation will conclude that even if there is no money, there are still steps you can take to improve
security on industrial systems.
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