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The move to using open standards such as Ethernet, TCP/IP, and web technologies in SCADA (supervisory control
and data acquisition) systems exposes these systems to the same types of cyberattacks that have plagued the IT
world. Worse, such attacks have previously been shown to cause physical impacts to the process including
shutdowns, performance delays, and possibly even dangerous failures. Addressing these challenges is a complex
task involving both IT and engineering skills, and the adaptation of engineering disciplines to assure the design,
implementation, and maintenance of industrial systems is resilient to cyber attacks. This talk will provide a brief
overview how the ISA99 “Industrial Automation and Control systems Security” standards represent a key tool in
addressing these challenges, are and how they can be used by SCADA/DCS professionals in the municipal water
and wastewater sectors.
Included in the talk will be an overview of the typical stakeholders in SCADA systems and how their interests and
needs for SCADA system security can vary. SCADA system stakeholders usually include facility owners, onsite
technical staff, hardware/software providers, and system integrators, as well as operations and maintenance
personnel. The way that the needs of stakeholders can be addressed by applying the various individual ISA99
standards documents, and associated technical reports, will be covered. This includes the ANSI/ISA-99.00.01-2007
standard that covers control system security “terminology, concepts and models” as well as the ANSI/ISA-99.00.12009 standard that outlines how to how to set up a control system security program, and an overview of the
additional ISA99 work products both published and under development
This talk is meant to act as a brief introduction to applying ISA99 standards to SCADA systems water/wastewater
automation professionals. More detailed information about ISA99 can be found in the individual ISA99 standards
and technical reports or by taking one of the ISA’s two classroom-based training courses on the subject. One of
th
the ISA’s courses (course: IC32C) is being offered as an optional full-day short-course on Aug 7 in conjunction with
the symposium.
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