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http://www.signature-automation.com/Founders.php

Company Backgrounds

Founded in 2012 in Dallas, TX
Licensed Professional Engineering Services Firm
Q% - ) Founders experienced in providing quality control system
\DIgHalure solutions for clients across the United States
alllllullile 4] A Focus on control system planning, programming,
configuration and commissioning services
A Wide array of municipal W/WW clients
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A Founded in 2007 with offices in San Antonio, TX and
Washington, DC

A Focus on countering advanced threats through strategy, poli
analysis, incident response, assessments, training and
exercises

A Clients across the globe

A U.S. National & Homeland Security, Critical Infrastructut
Protection Commercial, International
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Todayos Agenda

A Control Systems Yesterday and Today
A Features of Water/Wastewater Control Systems
A Cyber Security and the Water Sector
A Threat Landscape
A C9al! Qa bliAz2ylt [SOSt 9ESNDAAS +

A Emerging Approaches to Securing Critical Infrastructures




Legacy Control Systems

Historian &
SCADA Servers

Operator Workstations
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Features Of Water/Wastewater Control Systems

Open architecture philosophy

Numerous communications options

Considerablaise of wireless computing

No longer isolated from outside connections

Availability of data to a wide array of users

High availability and reliability requiring low maintenance

Easily configurable and neproprietary
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Ability to leverage IT solutions such as cloud computing,
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Comparison Of Systems

CONTRORYSTEMS
Mixture of protocols
Limited device security
Widearray of device types

Focuson maintaining treatment
processes or production

Security must NOimpede
operations

24/7 avalilability

IT SYSTEMS
PrimarilyEthernet TCP/IP
Enhancedecurity tools

Primarily computer®sn common OS
Focus on protectindata
Securitycan override user

Scheduledutages are acceptable




Shlftlng Securlty Landscape

a{ KI NBR . SYyS¥FAl
Highlynetworked

Open systems architectures
Shared communications
Wellknown protocols

Mobile andwireless
Convenience of BYOD
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A Standalone
A Obscure protocols

A Dedicatedcomms
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Why Is Cyber Security Important?

© WY DOES YOUR COMPANY HAVE )
SO MANY SECURITY LAYERS ON ITS )
CORPORATE NETWORK, BUT NONE
ON YOUR PLANT NETWORK?
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Reportegtvents In The Water Sector

2009- 3 Water Incidents 2010- 4 Water Incidents

Critical MfgChemical

Govt Facilities 5% 7%

Dams
2%

Source:IGSERT I ncident Respons
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2011 Increase In Water Incidents

X  Rtdzblarge number ofnternet 2011- 81 Waterlncidents
facing control system devicesported Communications
by independentesearchers <1%

Water
41%

X NI ¥cedssSplatform from the
same vendor, configured with an
unsecure authenticatiomechanism

Nuclear

5% Energy
-~ . . NationLI 16%
X NaAsaotiated witlhweak boundary wvonuments
. : & Icons
protection practices <1%cpemical ‘ Transpoortation
50 0 <1%
<1%
Govt Facilities

6%

Source: IGEGERT I ncident Respons
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Cyber Threats and Incidents In Water/Wastewat
A Pump damaged at Curra@ardner Public Water District (2011)

A <false report>

A Remotelymodified Sacramento River control (2007)
A <former employee>

A Malwarelnfection at Harrisburg Water System (2006)
A <overseas hacker>

A SewageSpill atMaroochyShire p001)
A <disgruntled job applicant>
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Common ICS Vulnerabilities

PRODUCT

Amproper Input Validation Ansufficient Verification of Data Authenticity
Alndicator of Poor Code Quality ACryptographic Issues

APermissions, Privilegé&sAccessControls ACredentials Management
Amproper Authentication ACS Software Securi§onfig& Maintenance

CONFIGURATION

APermissions, Privileges & Access Controls ACS Software SecuriGonfig& Maintenance
Amproper Authentication APlanning/Policy/Procedures
ACredentials Management AAudit and Accountability (Event Monitoring)

NETWORKING
AAudit and Accountability (Event Monitoring) AWeak Firewall Rules

ANetwork DesigiWeaknesses ANetwork ImplementatiorShortcomings

Source: DHS6 Common Cyber secui Mayg2011V



Key Areas For Addressing Cyber Security
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