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Company Backgrounds 
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Á Founded in 2007 with offices in San Antonio, TX and 
Washington, DC 

Á Focus on countering advanced threats through strategy, policy, 
analysis, incident response, assessments, training and 
exercises 

Á Clients across the globe 
Á U.S. National & Homeland Security, Critical Infrastructure 

Protection, Commercial, International 

Á Founded in 2012 in Dallas, TX  
Á Licensed Professional Engineering Services Firm 
Á Founders  experienced in providing quality control system 

solutions for clients across the United States 
Á Focus on control system planning, programming, 

configuration and commissioning services 
ÁWide array of municipal W/WW clients 



Todayôs Agenda 
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Á Control Systems Yesterday and Today 

Á Features of Water/Wastewater Control Systems 

Á Cyber Security and the Water Sector 

Á Threat Landscape 

Á C9a!Ωǎ bŀǘƛƻƴŀƭ [ŜǾŜƭ 9ȄŜǊŎƛǎŜ нлмн 

Á Emerging Approaches to Securing Critical Infrastructures 



Legacy Control Systems 
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Todayôs Systems Are More Open And Complex 
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Features Of Water/Wastewater Control Systems 
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Á Open architecture philosophy 

Á Numerous communications options 

Á Considerable use of wireless computing 

Á No longer isolated from outside connections 

Á Availability of data to a wide array of users 

Á High availability and reliability requiring low maintenance 

Á Easily configurable and non-proprietary 

Á Ability to leverage IT solutions such as cloud computing, 
virtualization, etc. 

 



Comparison Of Systems 
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CONTROL SYSTEMS IT SYSTEMS 

Mixture of protocols Primarily Ethernet TCP/IP 

Limited device security Enhanced security tools 

Wide array of device types Primarily computers on common OS 

Focus on maintaining treatment 
processes or production 

Focus on protecting data 

Security must NOT impede 
operations 

Security can override user 

24/7 availability Scheduled outages are acceptable 



Shifting Security Landscape 
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ά{ŜŎǳǊƛǘȅ ǘƘǊƻǳƎƘ hōǎŎǳǊƛǘȅέ 
Á Stand-alone 
Á Obscure protocols 
Á Dedicated comms. 

ά{ƘŀǊŜŘ .ŜƴŜŦƛǘ κ {ƘŀǊŜŘ tŀƛƴέ 
Á Highly-networked 
Á Open systems architectures 
Á Shared communications 
Á Well-known protocols 
Á Mobile and wireless 
Á Convenience of BYOD 



Why Is Cyber Security Important? 
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Reported Events In The Water Sector 
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Source: ICS-CERT Incident Response Summary Report 2009ī2011 
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2011 Increase In Water Incidents 
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Source: ICS-CERT Incident Response Summary Report 2009ī2011 

Χ ŘǳŜ to a large number of Internet 
facing control system devices reported 
by independent researchers 

 

 

Χ ǊŜƳƻǘŜ access platform from the 
same vendor, configured with an 
unsecure authentication mechanism 

 

 

Χ Ǌƛǎƪǎ associated with weak boundary 
protection practices  
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Shhhhhéitôs A Secret! 
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ά/ȅōŜǊ ƛƴŎƛŘŜƴǘǎ ŀǊŜ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ƪŜǇǘ ǎŜŎǊŜǘ ǿƘŜƴ ŘƛǎŎƻǾŜǊŜŘΣ ƭŜŀǾƛƴƎ ŎǳǎǘƻƳŜǊǎΣ 
ŀƴŘ ǇƻƭƛŎȅƳŀƪŜǊǎ ƛƴ ǘƘŜ ŘŀǊƪ ŀōƻǳǘ ŦǊŜǉǳŜƴŎȅΣ ƛƳǇŀŎǘ ŀƴŘ Ǌƻƻǘ ŎŀǳǎŜǎΦέ  

 

Source:  European Network and Information Security Agency (ENISA) ï August 27, 2012 



Cyber Threats  and Incidents In Water/Wastewater 
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Á Pump damaged at Curran-Gardner Public Water District (2011) 

Á<false report> 

 

Á Remotely modified Sacramento River control (2007)  

Á<former employee> 

 

Á Malware Infection at Harrisburg Water System (2006)  

Á<overseas hacker> 

 

Á Sewage Spill at Maroochy Shire (2001)  

Á<disgruntled job applicant> 
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Common ICS Vulnerabilities 
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Source: DHSô Common Cyber security Vulnerabilities in Industrial Control Systems ï May 2011  

ÁImproper Input Validation 
ÁIndicator of Poor Code Quality 
ÁPermissions, Privileges & Access Controls 
ÁImproper Authentication 

ÁInsufficient Verification of Data Authenticity 
ÁCryptographic Issues 
ÁCredentials Management 
ÁICS Software Security Config & Maintenance 

PRODUCT  

CONFIGURATION  

ÁPermissions, Privileges & Access Controls 
ÁImproper Authentication 
ÁCredentials Management 

ÁICS Software Security Config & Maintenance 
ÁPlanning/Policy/Procedures 
ÁAudit and Accountability (Event Monitoring) 

ÁAudit and Accountability (Event Monitoring) 
ÁNetwork Design Weaknesses 

ÁWeak Firewall Rules 
ÁNetwork Implementation Shortcomings 

NETWORKING 



Key Areas For Addressing Cyber Security 
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Staff 
Training 


